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Autentifikacia certifikatom elD karty XMtrade®/1ISOM/ISCF

1 UvOD

Systém XMtrade®/ISOM/ISCF vyzaduje autentifikdciu menom, heslom a certifikatom.
Certifikat musi byt’ nainStalovany na stanici, z ktorej sa pouzivatel’ prihlasuje. Prihlasovanie
sa vykonava v dvoch krokoch. Najskor pouzivatel zadd meno a heslo, ak autentifikécia
prebehne uspesne, potom sa vykona autentifikacia s certifikatom.

Na autentifikaciu certifikatom je mozné pouzit’ aj certifikat, ktory je sucastou elektronickej
identifikacnej karty (eID).

Tento navod je uréeny pre pouzivatel'ov operacného systému Windows XP/7/8.

1.1 Instalacia elD karty

Aby bolo mozné pouzit certifikit eID karty na autentifikdciu do systému
XMtrade®/ISOM/ISCF je ddlezité mat’ nainstalovany prislusny softvér, ktory je dostupny na
webovej stranke https://www.slovensko.sk/sk/eid/ eid-karta/.

Pocas instalacie softvéru elD karty sa nainstalujii do pracovnej stanice 3 certifikaty, z ktorych
je jeden urceny na autentifikaciu.

1.2 Export certifikatu

Po uspesnej instalacii elD karty, je potrebné vyexportovat’ verejnu Cast’ certifikatu, ktory
je ur€eny na autentifikaciu. Vydavatel'om certifikatu je SVK eID PCA.

1.2.1 Export certifikatu pomocou prehliadaca Internet Explorer

Po spusteni prehliadaca Internet Explorer sa zvoli hlavné menu pomocou klavesy F10,
nasledne sa aktivuje zalozka ,,Tools“ (Nastroje). Z kontextového menu sa zvoli moznost
Internet options (Moznosti siete internetu), pozri Obrazok 1.
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Obrazok 1 Hlavné menu pre Internet Explorer (F10)
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Zobrazi sa dialog ,,Internet Options* so zalozkami, pozri Obrazok 2.

Certificates
Use certificates for encrypted connections and identification.

AutoComplete
= AutoComplete stores previous entries Settings
E on webpages and suggests matches
for you.
Feeds and Web Siices -
@ Feeds and Web Shces provide updated Settings
£5] content from websites that can be i
read in Internet Explorer and other
programs.

| ok || comd | ooy

Obrazok 2 Dialdg - Internet Options (Moznosti siete internetu)

Zvoli sa zalozka ,,Content* a v sekcii Certificates (Certifikaty) sa stlaci tlacidlo Certificates,

pomocou ktorého sa zobrazi dialog ,Certificates so zalozkami pre certifikaty, pozri
Obrazok 3.

Intended purpose: [<Al> V]

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior * | * |

Issued To Issued By Expiratio...  Friendly Name

SVK eID PCA 19.2.2024

SVK eID SCA 19.2.2024  <None>

SVK eID ACA 23.3.2019  <None>
17.3.2019  IIS Express Dev...
3.11.2014  <None>
8.10.2014  <None>

Import... H Export... H Remove

Certificate intended purposes
Client Authentication

[ |

Obrazok 3 Dialdg - Certificates (Certifikaty)
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Prva zalozka ,,Personal (Osobné) by mala obsahovat' certifikaty elD karty. Certifikat,
ktorého vydavatel’ je SVK eID PCA, je urCeny na autentifikaciu. Verejnu Cast’ certifikatu je
potrebné odoslat’ do spolo¢nosti OKTE, a.s.

Export verejnej Casti sa vykona pomocou tlac¢idla Export... (Eport...) priCom je potrebné mat’
oznaceny spravny certifikat. Nasledne sa zobrazi dialog ,,Certificate Export Wizard*. Stlac¢i sa
tla¢idlo Next (Dalej), pozri Obrazok 4 (krok 1) a pokraduje sa krokmi 2, 3, 4 pozri
Obrazky 5, 6, 7.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust ists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certfication authority, is & confirnation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

G

Obrazok 4 Export verejnej Casti certifikatu — krok 1

X

Export Private Key
You can choose to export the private key nith the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
Ves, export the private key
(®) No, do not expart the private key

Note: The associated private key cannot be found. Only the certficate can be
exparted.

Obrazok 5 Export verejnej Casti certifikatu — krok 2

5/11 )sféra
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(@) DER encoded binary X.502 (,CER)

(7 Base-64 encoded X. 509 (.CER)

(D) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P78)
Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (.S5T)

Obrazok 6 Export verejnej Casti certifikatu — krok 3

x

[l
=
File to Export
Specify the name of the file you want to export
File name:
D \certificate. cer | | “Browse...

Obrazok 7 Export verejnej asti certifikatu — krok 4

Vyexportovana verejna Cast’ certifikatu je uloZzena na D:\certifiate.cer, pozri Obrazok 7. Tento
certifikat je potrebné odoslat’ ako zozipovanu prilohu na adresu certificate@okte.sk. V emaile
je potrebné uviest’ pouzivatel'ské meno uctu, pre ktory je certifikat urceny.

1.2.2 Export certifikatu pomocou konzoly MMC

Konzola MMC (Microsoft Management Console) sa spusti pomocou systému Windows,
kliknutim na ikonu Start. V pravej Gasti kontextového menu sa zvoli moznost Spustenie,
nasledne systém zobrazi dialog ,,Spustenie”. Do polozky Otvorit’ sa zadefinuje prikaz mmc
a klikne sa na tlac¢idlo OK. Zobrazi sa dial6g s nazvom ,,Consolel — (Console Root)*, pre
pouzivatel'a MMC konzola, pozri Obrazok 8.
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/ESplsleni: @

> Vetky programy = Zadajte ndzov programu, prie€inka, dokumentu alebo
= internetového zdroja a systém Windows he otveri,

[ Prebiadat progeffy a sibary
Otvorit? -

@ Tate ulcha sa vytvori s oprévneniami spraveu.
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1 C:\Users\_\Cansole.msc
2 eventvwr.msc.

3 devmgmit.msc

4 compmgmt.msc

it

Enables you to add snapeins to o from the

Obrazok 8 Dialdg - Consolel — (Console Root)* pre MMC

Z hlavného menu sa zvoli zalozka ,,File* (Stubor), nasledne z kontextového menu sa vyberie
moznost Add/Remove Snap-in... (Pridat/Odobrat modul Snap-in...). Systém zobrazi dialog
,Add or Remove Snap-ins®, kde v ¢asti Snap-in sa ozna¢i moznost’ Certificates (Certifikaty),

pozri Obrazok 9.

You can select snap-ns for this console from those avaiable on your computer and configure the selected setof snap-ins. For
d.

extensble snap-ns, you can configure which extensions are enabled.

Selected snap-ins

~ [ Console Root Edit Extensions. .

Vendor

Microsoft Cor... —
er Microsoft Cor...
Mierosoft Cor...
Microsoft Cor... Mave Up
Move Down

EEvent viewer Microsoft Cor....
[CiFoider Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
HaHyper-y Manager Micrasaft Car ..
Brnternet Informatio... Cor...
= O | advanced.. |

Description:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or 2 computer

Obrazok 9 Dialdg - Add or Remove Snap-ins (Pridat/Odobrat modul Snap-in)

Stla¢i sa tla¢idlo Add > (Pridat’), nasledne systém zobrazi dialog ,,Certificates snap-in “ pre
vyber tloziska certifikatov, pozri Obrazok 10.
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Autentifikacia certifikatom elD karty XMtrade®/1ISOM/ISCF

This snap-in will always manage certificates for;
() Service account
() Computer account

Obrazok 10 Dialdg - Certificates snap-in (Certifikaty snap-in)

Zvoli sa moznost’ My user account (Moj pouzivatel'sky Gicet) a stlaci sa tlacidlo Finish. Vyber
sa potvrdi v hlavnom dialogu ,,Add or Remove Snap-ins* tla¢idlom OK.

V naviga¢nom Sstrome sa kliknutim na uzol s nazvom Certifikates/Current User/Personal/Cert
ificates (Certifikaty/ Aktualny Pouzivatel'/Osobné/Certifikaty) zobrazi ulozisko certifikatov
pre aktualne prihlasené¢ho pouzivatela operacného systému. Toto tlozisko by malo obsahovat’
certifikaty eID karty, pozri Obrazok 11.

@ File Action View Favorites Window Help

2@ XD BE

1 Console Root Issued To ™ Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te...
4 gl Centificates - Current User Gt 362015 Server Authentication, ... APNS certificate
4 ] Personal =] 10.11.2031 <All> DigiCert
] Centficates 58 . 832023 <All> <None>

Trusted Root Certification Authorities
Enterprise Trust
Intermediate Certification Authorities

£

-~ 142018 Server Authentication, ...  |.CA Prvni certifikac...
s SVKelD PCA 19.2.2024 Client Authentication <None>

|

Active Directory User Object )= SVK elD SCA 19.2.2024 <All> <None>
3 Trusted Publishers ) SVKelDACA 2332019 <All> <None>
7 Untrusted Certificates B - 17.3.2019 Server Authentication 1IS Express Develop...
=) Third-Party Root Certification Authorities || Cal e— 3112014 Client Authentication ~ <None>
= Trusted People e pee W A 8102014 Client Authentication <None>

Obrazok 11 Ulozisko certifikatov

Certifikat, ktorého vydavatel’ je SVK eID PCA je uréeny na autentifikaciu (Ugel certifikatu:
overenie klienta). Verejnu Cast’ certifikatu je potrebné odoslat’ do spolo¢nosti OKTE, a.s.

Verejna Cast’ certifikdtu sa vyexportuje pravym kliknutim mysi na certifikat, zobrazi sa
kontextova ponuka, v ktorej sa zvoli moznost” All Tasks (Vsetky tlohy) anasledne volba
Export... (Export...), pozri Obrazok 12.

E File Action View Favorites Window Help

e nE s 2XEEH[E
I Console Root Issued To = Issued By Expiration Date  Intend
PR Cfrhﬁcates - Current User [T —p—. - Sarver
4 M Personal 5 <All>
| | Certificates o - ’:‘J <Al
> (1 Trusted Root Certification Authorities 2
- 53] Server
3 _] Enterprise Trust 7 VK elDPCA =
> | Intermediate Certification Authorities a
» [ Active Directory User Object ;r*} Opert
i [ Trusted Publishers N ‘ T All Tasks 0 Open <ll2
i ] Untrusted Certificates L];J I = Server
& [ Third-Party Root Certification Authorities ‘ZaJ Cut Request Certificate with New Key... Client
i [ Trusted People w Copy Renew Certificate with New Key... Client
[: j 8;::: ::g:[eentlcatlon e 2 Advanced Operations >
» ] MSIEHistoryJournal Properties [ Export..
1> (] Smart Card Trusted Roots
Help

Obrazok 12 Export verejnej Casti certifikatu

Jej aktivaciou sa zobrazi dialog ,,Certificate Export Wizard“. Stlaéi sa tla¢idlo Next (Dalej),
pozri Obrazok 13 (krok 1) a pokracuje sa krokmi 2, 3, 4, pozri Obrazky 14, 15, 16.
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Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from & certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

Obrazok 13 Export verejnej Casti certifikatu — krok 1

Export Private Key
You can choose to export the private key with the certificate.

Frivate keys are password protected, If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
() Yes, export the private key

(®) No, do not export the private key

Note: The associated private key cannot be found. Only the certficate can be
exparted,

Obrazok 14 Export verejnej Casti certifikatu — krok 2

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER encoded binary %, 509 {.CER)
() Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[ indude all certificates in the certification path if possible
) Personal Information Exchange - PKCS #12 (.PFX)
[ Indude all certificates in the certification path if possible
|| Delete the private key if the exportis successful
[ ] Export all extended properties

) Microsoft Serialized Certificate Store (.55T)

Obrazok 15 Export verejnej Casti certifikatu — krok 3
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File to Export
Specify the name of the file you want to export

File name:
Di\certficate. cer | [ Bromse...

Obrazok 16 Export verejnej asti certifikatu — krok 4

Vyexportovana verejna Cast’ certifikatu je uloZzena na D:\certifiate.cer, pozri Obrazok 16.
Tento certifikat je potrebné odoslat’ ako zozipovanil prilohu na adresu certificate@okte.sk.
V emaile je potrebné uviest’ pouzivatel'ské meno Gctu, pre ktory je certifikat urceny.

1.3 Autentifikacia

Autentifikacia prebieha identicky ako v pripade pouzitia kvalifikovanych certifikatov.
Po spravnom zadani prihlasovacicho mena (Login) a hesla (Password) sa stlacenim tlacidla
Sign in, pozri Obrazok 17 (krok 1).

x
I 34 hitps./foorsisarmski portal/Pages/Login.aspallang=en-US B - @2 | amade e 150m nformat.. > | JIGIRASESS

OTR22014 171045 WiHelp - | CEEngish

7 Login to the system

Login: login x
Password:  essssssess

Copyrght @ 2014 KTE a3 Design and Technology by sk a3
S &

Obrazok 17 Autentifikacia menom a heslom — krok 1
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Zobrazi sa dialog ,,Windows Security, ktory sluzi pre vyber certifikatov, pozri Obrazok 18

(krok 2).

e W hitps #som.sk/portal/Pages/Login aspdiang=en-US O+ @ X |[ © watting for isom.sk
Ytrade®

070022014 17:0423| &3 Help =

Windows Secuity [ x|

Select a Certificate

Issuer: SVK elD PCA

Valid From: to

Click here to view certificate |
‘properties

&= |

Velid From:

‘Copyright ©2014 OKTE a8 Design and Techaology by stéra a s

Obrazok 18 Autentifikacia certifikatom — krok 2

Tento dialég by mal obsahovat’ certifikat, ktory bol odoslany do spolo¢nosti OKTE, a.s.
Pri pouziti tohto certifikatu sa zobrazi vyzva na zadanie BOK (Bezpe¢nostny osobny kod).

V pripade problémov s autentifikdciou do systému XMtrade®™/ISOM/ISCF je potrebné sa

zamerat’ na tieto moznosti:

> nebol spravne nainstalovany softvér pre eID kartu (ovladac),
> nebol odoslany spravny certifikat do spolo¢nosti OKTE, a.s.,
> nie je zapojena CitaCka pre elD kartu,

> 1identifikacnd karta nie je zasunuta do Citacky,

> platnost’ certifikatu exspirovala.
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